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Privacy Notice
Introduction
Transforming Support processes personal data about staff, people we support, and sometimes their friends or relatives. “Processing” means collecting, storing, sharing, or destroying data. We are transparent about why and how we use your data.
Questions? Contact:
· feedback@transformingsupport.uk
feedback@transforming.plc.uk
· 08000485792
People We Support
How we collect your information:
· Directly from you, your representative, next of kin, emergency contact, or third parties (NHS, authorities, medical professionals).
· From families and appointed representatives.
· From social care commissioners, NHS professionals, local authorities, and multidisciplinary teams.
· From next of kin or emergency contacts where this is necessary for wellbeing or safety.
· From professional assessments or healthcare providers involved in your care and support.
What data do we have?
· Contact details, date of birth, marital status, dependants
· Health and social care information required to assess, plan, deliver, and review your support.
· Next of kin, emergency contacts
· National Insurance number / NHS number and other relevant identifiers; bank/payment details
· ID documents, online/social media identifiers
· Nationality, residency, club/membership details
· Biometric and media data (photographs, video clips, or voice recordings) where used for care, safety, quality monitoring, or identification
· Aggregated/anonymised data used internally for service-quality analysis
· Special category data (where shared or necessary), such as: ethnic origin; sexual orientation; religious or philosophical beliefs; and health-related assessments, diagnoses, and professional reports
Lawful basis for special category data (health & social care):
In addition to the lawful bases in the main policy, Transforming PLC may process special category data where necessary for:
· The provision of health or social care.
· The management of health or social care systems and services.
· Compliance with social security or social protection law.
· Meeting regulatory requirements relevant to care provision.
· This allows us to fulfil our duty to deliver safe and lawful services.
Why do we have this data?
· To provide safe, high-quality care and support
· To meet obligations under health and social care legislation (including the Health and Social Care Act and the Mental Capacity Act)
· For social security/social protection law, the management of social care services, and regulatory/commissioning requirements (e.g., CQC and commissioning bodies)
· To ensure appropriate safeguarding, risk management, and incident prevention
· With your consent (where required)
How will we use your information?
· To deliver care and services
· For legal, safety, and security purposes
· For safeguarding, risk management, and incident prevention
· For internal analysis, audits, service improvement, and quality monitoring
· We do not sell or share your data for marketing
Where do we process/share your data?
· With you, your representative, and relevant third parties involved in your care (e.g., NHS bodies, local authorities, clinical professionals, care coordinators) and, where appropriate, family members or representatives with your permission or where legally appropriate
· With safeguarding teams or police, where legally required to protect individuals from harm
· With third-party service providers (including IT and digital systems) and commissioning authorities where required to evidence services delivered
· Only as required by law or for your care
· All sharing is strictly on a need-to-know basis and in line with UK GDPR
How long do we keep your data?
· We keep your personal data only as long as necessary for the purposes it was collected, to comply with legal, regulatory, or contractual requirements, or to resolve disputes.
· Retention periods are defined in our Data Protection Policy and depend on the type of data and legal requirements.
· Care-related records are retained only for as long as required under health and social care legislation, contractual obligations, or regulatory requirements.
· When data is no longer needed, it is securely deleted, destroyed, or anonymised.
· You can request details of our retention periods or ask for your data to be erased when it is no longer required.
How do we protect your data?
· We use a combination of physical, technical, and organisational safeguards to protect your personal data:
In addition to our organisation-wide security controls, we apply additional protections to care-related information:
· Secure systems for storing support plans, risk assessments, and healthcare information
· Strict access controls ensuring only authorised care professionals may access service-user records
· Regular audits to ensure confidentiality, accuracy, and lawful access
· Secure storage for paper and digital records (locked cabinets, encrypted databases, secure servers)
· Access controls: Only authorised staff and third parties with a legitimate need can access your data
· Regular staff training on data protection and confidentiality
· Use of secure passwords, firewalls, and anti-malware software
· Secure transfer methods for sharing data (e.g., encrypted email, secure portals)
· Procedures for managing and reporting data breaches, including prompt notification if required by law
· Regular audits and reviews of our data protection practices


Your rights:
The People We Support, their legal representatives, and next of kin (where applicable) retain all rights listed in this privacy notice, including:
· Access, correct, erase, or restrict your data
· Data portability (electronic records)
· Object to processing
· Withdraw consent at any time
Where an individual lacks capacity, requests may be handled in accordance with the Mental Capacity Act and any legal authority (e.g., LPA or a Court of Protection order).
Friends/Relatives
What data do we have?
· Basic contact details
Why do we have this data?
· Legitimate interest (next of kin, emergency contacts)
· With your consent (where required)
Where do we process/share your data?
· With you, your representative, or third parties (healthcare, authorities, law enforcement)
National Data Opt-Out
· We comply with the NHS National Data Opt-Out guidelines when using confidential health/care information beyond individual care.
· When confidential patient information is used beyond individual care (e.g., for research or planning), the National Data Opt-Out applies.
· Most data used for planning or analysis is anonymised in line with national standards.
· You can opt out at www.nhs.uk/your-nhs-data-matters
Staff
What data do we have?
· Contact details, DOB, marital status, next of kin, NI number, bank/payroll info, employment records, ID, online identifiers, relationships, recruitment info, attendance, qualifications, performance, CCTV/biometric data, health data (if necessary), diversity data (with permission)
How do we collect your data?
· Application/recruitment process, directly from you, agencies, background checks, pension providers, during employment
How do we use your data?
· Employment administration (pay, benefits, contracts, training, performance, legal compliance)
· Security, fraud prevention, IT management, audits, equal opportunities monitoring
· We do not sell or share your data for marketing
Why do we have this data?
· Legal obligations (employment law, public tasks, legitimate interests, regulator requirements)
· With your consent (where required)
Where do we process/share your data?
· With you, your representative, or third parties (HMRC, pension/healthcare, payroll, authorities, law enforcement, DBS, IT providers)
How long do we keep your data?
· We keep your personal data only as long as necessary for the purposes it was collected, to comply with legal, regulatory, or contractual requirements, or to resolve disputes.
· Retention periods are defined in our Data Protection Policy and depend on the type of data and legal requirements.
· When data is no longer needed, it is securely deleted, destroyed, or anonymised.
· You can request details of our retention periods or ask for your data to be erased when it is no longer required.
How do we protect your data?
· We use a combination of physical, technical, and organisational safeguards to protect your personal data:
· Secure storage for paper and digital records (locked cabinets, encrypted databases, secure servers)
· Access controls: Only authorised staff and third parties with a legitimate need can access your data
· Regular staff training on data protection and confidentiality
· Use of secure passwords, firewalls, and anti-malware software
· Secure transfer methods for sharing data (e.g., encrypted email, secure portals)
· Procedures for managing and reporting data breaches, including prompt notification if required by law
· Regular audits and reviews of our data protection practices
Data portability
​
You have the right to data portability under the UK General Data Protection Regulation (GDPR). 
​
The right to portability allows you to obtain and reuse a copy of your personal data for:
· Your own purposes
· For us to send the information to a new provider on your behalf (where technically feasible)
· For your own records
​
The right to data portability ensures that it is done in a safe and secure way without affecting its usability. However, it will only apply to information concerning you which you have provided to us and where it is held electronically (so does not include paper records). 
​
This may include, but is not limited to, data such as: 
· Username
· Email address
· Date of birth
· Address
· Medical information
· Financial information
· Religion
· Gender
· Sexuality
· GP information
· Professional diagnosis
​
You can make a data portability request by emailing the HR department. 
Your Right to Data Portability Under the UK General Data Protection Regulation (GDPR)
You have a legal right to data portability under the UK GDPR. This means you can request a copy of your personal data in a commonly used, machine-readable format, allowing you to move, copy, or transfer it easily between different services. This right is designed to give you more control over your personal data and how it is shared.
What Does Data Portability Allow You to Do?
· Access and download your personal data for your own use.
· Request that we send your information directly to another service provider of your choice, if it is technically possible to do so.
· Keep a record of your own data for future reference or for use with other services.
How to Make a Data Portability Request
If you wish to exercise your right to data portability, please email the HR department with your request. We may need to verify your identity before processing your request to protect your privacy. Once verified, we will respond within one month, as required by law, unless your request is particularly complex.
If you have any questions about the process, or need further assistance, you can contact the HR department for guidance. 
Use of Our Website
When you visit our website, we may collect and process certain data in line with UK GDPR:
· Technical data: IP address, browser type, device type.
· Usage data: Pages visited, time spent, navigation.
· Enquiry data: Details you provide in forms (e.g. name, email, phone).
· Cookies: Used to improve your experience; you can manage these in your browser.
Purpose of processing:
· To respond to enquiries.
· To monitor and improve the website.
· To maintain security.
· To analyse usage.
Lawful basis:
· Legitimate interests (security, site performance).
· Consent (cookies and marketing communications, where you opt in).
Sharing:
We do not share your personal data with third parties except with:
· Our secure IT/website providers (under strict contracts).
· Authorities, if required by law.
Your rights
Your data is confidential and used appropriately. You have the right to:
· Request a copy of your data (free of charge).
· Ask us to correct inaccurate or incomplete information.
· Request erasure of data no longer needed, or restrict its processing.
· Withdraw consent at any time if you previously gave it.
· Object to processing done under legitimate interests or public tasks; we’ll pause processing while we review your objection.
We may need proof of ID to respond. We aim to reply within one month.
Complaints:
· Contact Head of Quality, Governance and Data Protection: Beata Kozlowska
· feedback@transformingsupport.uk / feedback@transforming.plc.uk
· If unresolved, contact the Information Commissioner’s Office: https://ico.org.uk/global/contact-us, Tel: 0303 123 1113

Information Commissioner’s Office
	Wycliffe House
	Water Lane
	Wilmslow
	Cheshire
	SK9 5AF
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