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To: All Virtual Asset Service Providers (VASPs)

Subject: Enhanced Measures for High-Risk

Jurisdictions — Updated FATF Lists (October 2025).

The Dubai Virtual Assets Regulatory Authority
(VARA) issues this circular to all regulated Virtual
Asset Service Providers (VASPs) regarding the
publication of National Committee Decision No. (15)
of 2025 and the October 2025 Financial Action Task
Force (FATF) update on jurisdictions under Increased
Monitoring and High-Risk Jurisdictions subject to a

Call for Action.

1. Background

The UAE National Committee for AML/CFT
(NAMLCFTC) has adopted the October 2025 FATF
update which revises the list of jurisdictions under
increased monitoring and high-risk jurisdictions
subject to a call for action. The UAE has also issued
Decision No. (15) of 2025 mandating that all financial
institutions, DNFBPs and VASPs apply enhanced due
diligence and appropriate countermeasures when
dealing with high-risk jurisdictions. These measures
aim to address vulnerabilities arising from cross-
border transactions, weak AML/CFT regimes and

exposure to international financial crime threats.

2. FATF Update
The October 2025 FATF update is available at:

Jurisdictions _under _Increased Monitoring - 24

October 2025
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3. VASP Obligations

All VASPs must take the following actions without

delay:

4,

Integrate the FATF high-risk and monitored
jurisdiction lists into internal risk assessments
and controls. This includes consideration of
money laundering, terrorist financing and
proliferation financing risks associated with
such jurisdictions, in line with UAE national
requirements.

Apply Enhanced Due Diligence (EDD) for any
customer or transaction involving high-risk
jurisdictions, including:

Verification of identity and beneficial
ownership;

Source of funds/source of wealth checks;
Justification for the business relationship;
Enhanced monitoring and reporting to the
FIU where applicable.
Prohibit:

Establishing branches or representative
offices in jurisdictions on the FATF Black List.
Relying on third parties in those jurisdictions
for CDD.
Document updates to internal policies,
procedures and customer risk classification

systems to reflect these changes.

Supervisory Follow-Up

VARA will assess the adequacy of implementation

during ongoing
inspections,

reporting.

supervisory activities including
thematic reviews and regulatory
Failure to comply may result in

enforcement action in accordance with federal laws

and applicable VARA regulations.
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5. Federal Legal Requirements: UAE AML/CFT

Legal Framework

VASP obligations under this circular are derived from

the following UAE laws, regulations and national

decisions:

Federal Decree Law No. (10) of 2025 on
Combatting Money Laundering, Countering
the Financing of Terrorism and Financing of
Proliferation, which requires obliged entities,
including VASPs, to identify, assess and
mitigate money laundering, terrorist financing
and proliferation financing risks, including

risks arising from high-risk jurisdictions.

Cabinet Resolution No. (134) of 2025,
issuing the Executive Regulations of Federal
Decree Law No. (10) of 2025, which sets out
mandatory requirements relating to enhanced
due diligence, countermeasures, customer risk
classification, ongoing monitoring, and
supervisory expectations in respect of high-
risk countries and jurisdictions under
increased monitoring.

National Committee Decision No. (15) of
2025, which adopts the FATF lists of high-
risk jurisdictions subject to a Call for Action
and jurisdictions under Increased Monitoring,
and mandates the application of enhanced
due diligence and applicable countermeasures,
including:

Enhanced due diligence on business
relationships and transactions involving high-
risk jurisdictions.

Prohibition on  establishing  branches,
representative offices or subsidiaries in

jurisdictions subject to a Call for Action, and
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restrictions on reliance on third parties in
such jurisdictions.
. Enhanced internal controls, reporting and

suspicious transaction reporting to the

Financial Intelligence Unit, as applicable.

6. Further information

Compliance with this circular is mandatory and takes
effect immediately. We appreciate your continued
commitment to strengthening the AML/CFT/PF
framework of the UAE and aligning with international

best practices. Signed by:

Sincerely,

Market Assurance Department

Virtual Assets Regulatory Authority
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