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VIRTUAL ASSETS REGULATORY AUTHORITY

—33 d_09S>

GOVERNMENT OF DUBAI

25 February 2025

To: All Virtual Asset Service Providers [VASPs] in

the Emirate of Dubai

Subject: Reminder on UAE National Anti-Money

Laundering and Combatting Financing of

Terrorism and Financing of lllegal Organizations

Obligations

This circular serves as a reminder to all Virtual Asset
Service Providers (VASPs) operating in the in the
Emirate of Dubai [Mainland, and commercial free
zones] to strictly adhere to the Anti-Money
Laundering and Combatting Financing of Terrorism
and Financing of lllegal Organizations_(AML-CFT)
requirements, as set forth by the relevant regulations

and laws.

1. Compliance with Rule 111.B.1 of Compliance and

Risk Management Rulebook:

In accordance with Rule Ill.B.1 of the VARA
Compliance and Risk Management Rulebook, all
VASPs are required to establish and implement
robust policies and procedures to ensure compliance
with all AML-CFT requirements. This includes, but is
not limited to, compliance with the UAE Federal

AML laws that are currently in effect or may be

promulgated in the future.
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. Risk-based policies and procedures that
address all applicable federal AML-CFT
requirements;

I.  Appropriate controls and mitigating
measures aligned with identified risks;

Ml. Processes to monitor and ensure ongoing
compliance  with  federal AML-CFT
obligations; and

IV.  Processes to identify and incorporate new

requirements as they are issued.
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c) Regularly review and update these measures to

ensure continued compliance with:

. Changes in the federal AML-CFT
framework;

Il.  New guidance from competent authorities;
and

lll.  Emerging risks in the virtual asset sector.

VASPs are reminded that compliance with VARA's
AML-CFT requirements does not absolve them of
their broader obligations under the federal AML-CFT
framework. Each VASP must ensure comprehensive
coverage of all applicable AML-CFT obligations

through appropriate risk-based measures.

3. UAE Federal AML-CFT Laws:

VASPs must adhere to the following key UAE federal

laws and regulations related to AML-CFT:

a. Cabinet Resolution No. (24) of 2022 -

Amending certain provisions of Cabinet
Resolution No. (10) of 2019, concerning the
Executive Regulations of Federal Decree-Law
No. (20) of 2018 on Combating Money
Laundering and the Financing of Terrorism and

lllegal Organizations.

b. Federal Decree-Law No. (26) of 2021 -
Amending certain provisions of Federal Decree-
Law No. (20) of 2018 on Anti-Money Laundering
and Combating the Financing of Terrorism and

Financing of lllegal Organizations.
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c. Cabinet Decision No. (74) of 2020 -
Concerning the Terrorism Lists Regulation and
the Implementation of UN Security Council
Resolutions on the Suppression and Combating
of Terrorism, Terrorist Financing, Countering the
Proliferation of Weapons of Mass Destruction

and its Financing and Relevant Resolutions.

d. Cabinet Decision No. (10) of 2019 -
Concerning the Implementation Regulation of
Decree-Law No. (20) of (2018) on Anti-Money
Laundering and Combating the Financing of

Terrorism and lllegal Organizations.

e. Federal Decree-Law No. (20) of 2018 — Anti-
Money Laundering and Combating the Financing
of Terrorism and Financing of lllegal
Organizations.

f. Federal Decree-Law No. (7) of 2014 -

Combatting Terrorism Offences.

4. Compliance with Rule I11.G of Compliance and

Risk Management Rulebook [Travel Rule]

For transfers of Virtual Assets with an equivalent

value exceeding AED 3,500, VASPs must:

e Obtain and hold required originator and
beneficiary information;

e Make such information available upon
request to VARA and/or other appropriate

authorities; and
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e Complete risk-based due diligence on

counterparty VASPs.

5. Dedicated Resource Page: : s I 3
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For reference to Federal AML-CFT laws and

regulations, please visit:
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https://rulebooks.vara.ae/rulebook/federal-amlcft- | https://rulebooks.vara.ae/rulebook/federal-amlcft-

laws-0 laws-0

Non-compliance with these obligations may result in Slelya] 3Ll JI olobiatdl oig) JLizedl pre (35 28
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