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GOVERNMENT OF DUBAI

21 November 2025

To: All Virtual Asset Service Providers (VASPs)

Subject: Executive Office for Control &

Non-Proliferation (EOCN) Updated Guidance on
Targeted Financial Sanctions.

The Dubai Virtual Assets Regulatory Authority
(VARA) issues this circular to all regulated VASPs
regarding the recently updated Guidance on Targeted
Financial Sanctions (TFS Guidance). All VASPs are
reminded of their obligations to align their TFS
controls with the TFS Guidelines, the EOCN
regulatory standards and the UAE federal legislation

(Regulations).

1. VASP obligations

As part of the UAE's commitment to prevent the
misuse of financial systems for illicit activities,
including Terrorism Financing (TF), Proliferation
Financing (PF) and sanctions evasion; and VARA’s
continuous efforts to maintain a secure and healthy
ecosystem, VASPs are required to comply with the
following TFS obligations to ensure the effectiveness
of TFS implementation, robustness of compliance
measures and adherence to the UAE’'s TFS legal

framework:

e All VASPs must review the update to EOCN'’s

TFS Guidelines, perform a gap assessment to
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their current TFS policies, procedures and
controls and enhance them, as applicable, to
ensure alignment with the TFS Guidelines and

the UAE’s TFS legal framework.

Comply with all obligations set in the updated

TFS Guidelines.

Update the applicable policies and procedures
to reflect the nomenclature change: the
former Funds Freeze Report (FFR) for
reporting confirmed name matches is now the

Confirmed Name Match Report (CNMR).

Set and implement policies, procedures, and
internal controls to:

o Ensure  compliance  with  the

obligations arising from Cabinet

Decision No. 74 of 2020.

o Adopt reasonable measures to

consider beneficial owners,
signatories, and powers of attorney
with  respect to accounts or
transactions held by VASPs when
searching for activities by designated
Persons.
o Prohibit

staff from, directly or

indirectly, informing the customer or
any third party that freezing action is
going to be implemented as per
provisions of Cabinet Decision No. 74

of 2020.
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o Ensure having the appropriate human clgl) dewliall dusilly &yidl sylgall 538lg7 o 0
and technical resources to meet the Aoagiwa]l ddldl Oibgasll 3ais Slalidl
obligations of implementing TFS.

o Conduct ongoing TFS training and Js> 8riws dsceis duyss Olud> @b o

awareness sessions to relevant Owimell uebgoll ddsgiunll dlll Olgd=ll

employees and senior management. L=l 8515319

e Put appropriate internal controls and swly i dewlis ddsl Olebals bulos zsg -
procedures to effectively implement TFS Adleay d93giuwall ALl OLgasll
measures.

e Cooperate with the EOCN and VARA in Llisdl slhsg 4l siweudl cusall & ool -
verifying the accuracy of the information in 485 Go Baxill &usliddl Jowdl edsss dhalws
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measures, upon designation or de-listing
respectively, without delay, pursuant to
related UNSCRs or decisions of the Cabinet

Ohlodl dgs G dedxall Claydl doS8 Slasly dileiall
regarding issuance of the UAE Local Terrorist
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List.

2. Consequences for VASPs and individuals. Jsodl Sloas S39ie e JUiodl pac dlgc -2
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Any Person, found to violate and/or be in non- (oM el pac o /o didllie Cudy Losd 6|
compliance with the obligations stated in Cabinet ;. .J (74) 08 chioll ulao JhE & ledde poguniall
Decision No. 74 of 2020 or failing to implement ... dgizall Olelyadl LbS 3 bpends ol 2020
reasonable procedures to ensure compliance may ..o 35 3 5a0 ool dsgin) deuds ySy=s A8 (JUiodl
face imprisonment of no less than one year and no  jz;5 § Gl dslyé of / 5 Slgins & e 3935 I Ao

more than seven years and/or a fine of no less than e 25 do (o Al Garad) e2s5 50,000 (e

AED 50,000 (fifty thousand dirham) and no more (o33 sapdlo dure>) ey 5,000,000
than AED 5,000,000 (five million dirham).

Page 3 of 4

Bl Jguol eudass dlalls - Busiadl dgyall hlYl ¢33 9292 1 B9kiue- varaconnect@vara.ae

varaconnect@vara.ae - PO Box 9292, Dubai, UAE - Virtual Assets Regulatory Authority



o—3 d—ngS>
GOVERNMENT OF DUBAI

In addition, VASPs are subject to supervision, and in
the case of identified non-compliance, VARA may
apply the enforcement actions against non-compliant

VASP’s.

3. Supervisory Follow-Up:

VARA will assess the extent and effectiveness of the
VASPs’ TFS policies, procedures and controls during
its ongoing supervisory reviews, inspections, and
thematic assessments. Failure to demonstrate such
alignment may result in regulatory actions under

applicable laws and regulations.

4, Further information:
A detailed summary of the latest NRA will be shared
separately. For any questions or support, please

contact your assigned supervision manager.

The latest TFS Guidelines can be found here:

UN page | EXECUTIVE OFFICE FOR CONTROL & NON-PROLIFERATION

Compliance with this circular is mandatory. We

appreciate  your continued commitment to
strengthening the AML/CFT/PF framework of the

UAE and aligning with international best practices.

Sincerely,

Supervision Department

Virtual Assets Regulatory Authority
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