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GOVERNMENT OF DUBAI

To: All Virtual Asset Service Providers (VASPs) in the

Emirate of Dubai

Date: 4 March 2026

Subject: Implementation of the UAE Anti-Money
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Counter-Terrorism

Laundering, Financing _and

Proliferation Financing Requirements Applicable to
VASPs

This Circular is issued to inform all Virtual Asset Service
Providers (“VASPs”) licensed or authorised by the
Virtual Assets Regulatory Authority (“VARA”) of the
issuance of Cabinet Resolution No. (134) of 2025,
concerning the Executive Regulations of Federal Decree-
Law No. (10) of 2025 on Anti-Money Laundering,
Combating the Financing of Terrorism and Proliferation

Financing (the “Executive Regulations”).

This Circular sets out VARA’s supervisory expectations
in relation to the implementation of the Executive
Regulations and their application to Virtual Asset (“VA”)

Activities conducted in or from the Emirate of Dubai.

1. Background

Cabinet Resolution No. (134) of 2025, concerning the
Executive Regulations to Federal Decree-Law No. (10) of
2025 on Anti-Money Laundering, Combating the
Financing of Terrorism and Proliferation Financing, was
published in the UAE Official Gazette (Issue No. 811
dated 15 November 2025). In accordance with its
commencement provisions, the Executive Regulations

enter into force thirty (30) days from publication, with
an effective date of 14 December 2025.
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The Executive Regulations establish an enhanced and
more detailed framework for the prevention of money
laundering, terrorist financing, and proliferation
financing, and apply to entities subject to the UAE’s
AML/CFT regime, including Virtual Asset Service
Providers (“VASPs”). The framework places increased
emphasis on a risk-based approach, effective governance
and oversight, and the implementation of controls
proportionate to the nature, scale, and risk profile of

regulated activities.

In particular, the Executive Regulations require regulated
entities to identify, assess, and mitigate proliferation
financing risks as part of their AML/CFT compliance
framework, alongside existing money laundering and
terrorist financing risks. These requirements reinforce
the expectation that VASPs maintain comprehensive
policies, procedures, systems, and controls to address
financial crime risks arising from their VA Activities,
including risks relating to the evasion or circumvention

of Targeted Financial Sanctions.

2. VASP Obligations:

Without limiting the scope of the Executive Regulations,
VARA highlights the following areas of relevance to
VASPs:

a. Expanded Risk-Based Framework (including
Proliferation Financing).
VASPs are required to adopt and maintain a risk-based
approach that explicitly addresses money laundering,
terrorist financing, and proliferation financing risks,
supported by documented risk assessments and
mitigation measures proportionate to the nature, scale
and risk profile of the VASP’s VA activities. VASPs must

ensure that proliferation financing risks are identified,
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assessed, and mitigated as a distinct component of the
Business Risk Assessment and ongoing risk management
framework. This includes implementing controls
designed to identify and prevent attempts to evade or

circumvent Targeted Financial Sanctions.

b. Customer Due Diligence Triggers and Thresholds
VASPs must apply customer due diligence (“CDD”) at
the commencement of business relationships and in
other prescribed circumstances, including for occasional
transactions of AED 3,500 or more, whether conducted
as a single transaction or several transactions that
appear to be linked, in accordance with applicable federal

aggregation and threshold provisions.

c. Enhanced Due Diligence for Higher-Risk Cases
Where higher risks are identified, VASPs must ensure
that enhanced due diligence (“EDD”) measures reflect
the Executive Regulations’ expanded expectations. This
includes identifying source of funds and source of wealth,
additional and

scrutiny, implementing

applying
strengthened safeguards, where appropriate, including
first-payment requirements and senior management

approval as part of EDD measures.

d. Virtual Asset Transfers

VASPs must comply with applicable requirements
governing Virtual Asset transfers, including obtaining,
verifying, retaining, and transmitting required originator
and beneficiary information, in line with applicable

federal AML/CFT requirements and VARA Rulebooks.

e. Targeted Financial Sanctions (TFS)
VASPs must implement and maintain effective controls
to comply with Targeted Financial Sanctions, including

sanctions screening, escalation procedures, and asset-
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freezing  measures, and ensure the prompt
implementation of directives issued by competent UAE
authorities. This includes controls to identify and prevent

attempts to circumvent or undermine such sanctions.

f. Suspicious Transaction / Activity Reporting and FIU
Interaction

VASPs must maintain effective suspicious transaction
and activity reporting arrangements, including indicators
of suspicion, and must submit reports to the UAE
Financial Intelligence Unit (“FIU”) immediately and
without delay via the FIU’s electronic system. VASPs
must also respond promptly to FIU requests and note
the FIU’s authority to order the suspension or cessation
of suspicious transactions for up to ten (10) working
days and to direct the freezing of suspected funds for

specified periods.

g. Record-Keeping and Information Integrity
VASPs must maintain comprehensive records in
accordance  with  applicable federal AML/CFT

requirements and the record-keeping obligations set out
in VARA Rulebooks, including the minimum eight (8)-
year retention period applicable to VASPs. VASPs must
ensure that the scope and categories of records retained
reflect the expanded record-keeping expectations under

the Executive Regulations.

3. Alignment with VARA Requirements
Accordingly, VASPs must:
e review Cabinet Resolution No. (134) of 2025

and assess its impact on the VASP’s AML/CFT

framework;
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e update the Business Risk Assessment, including
proliferation financing risk considerations;

e review and update AML/CFT policies,

procedures, and controls to ensure alignment
with the Executive Regulations;

e update customer risk assessment methodologies
and ongoing monitoring arrangements to reflect
revised risk factors and controls; and

e provide training to relevant staff on updated

AML/CFT policies, procedures, and risk

assessments.

VASPs must be able to evidence, upon request, that their
AML/CFT frameworks, Business Risk Assessments,
sanctions screening controls, customer due diligence
procedures and internal training programmes have been

reviewed and updated to reflect the Executive

Regulations..

4. Implementation and Supervision Expectations
VASPs are expected to implement all necessary updates
without delay, in a manner proportionate to the nature,
scale and risk profile of their VA Activities.

Where material gaps, deficiencies, or implementation
challenges are identified, VASPs must take timely

remedial action and, where appropriate, engage

proactively with VARA.

5. Supervisory Follow-Up

VARA will assess implementation of the Executive
Regulations through off-site reviews, supervisory
engagements, inspections and thematic reviews during

2026. VASPs that fail to demonstrate effective
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implementation of the revised AML/CFT and
Proliferation Financing requirements may be required to
undertake remedial action within specified timeframes
and may be subject to supervisory or enforcement
accordance with VARA’s

measures in regulatory

mandates.

6. Effective Application
Compliance with this circular is mandatory. VASPs must
ensure full compliance with the Executive Regulations
from their effective date and ensure that any transitional
where applicable,

arrangements, are appropriately

managed.

Supervision Department
Virtual Assets Regulatory Authority
Dubai, United Arab Emirates

Signed by:
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