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To: All Virtual Asset Service Providers (VASPs)

Subject: UAE National Risk Assessment (NRA)

The Dubai Virtual Assets Regulatory Authority (VARA)
issues this circular to all regulated VASPs regarding the
of the updated UAE National Risk
Assessment (NRA) on Anti-Money Laundering (AML),

publication

Combating the Financing of Terrorism (CFT), and
Proliferation Financing (PF).

1. Background

The UAE has recently completed its second

comprehensive National Risk Assessment, which
identifies the UAE's exposure to money laundering,
terrorist financing, and proliferation financing risks. The
assessment determined that the Virtual Assets sector
faces a high level of residual ML/TF risk due to several

factors outlined in the report.

2. Key Findings Relevant to VASPs

The NRA identified specific risk factors affecting the

VA sector:

2.1 Cyber threats targeting blockchain networks.

2.2 Use of virtual assets by international criminal

networks.

2.3 Geographical risks from simplified cross-border

transactions.

2.4 Infrastructure vulnerabilities including malware

and data theft.
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3. VASP Obligations:

All VASPs must take the following actions without

delay:

3.1 Review and integrate the UAE NRA findings and

ensure that its identified threats and

vulnerabilities (especially those related to virtual

assets) are reflected in the VASP’s BRA.

3.2 Revise BRAs to align with the NRA outcomes and

address the identified threats and vulnerabilities
specific to VASPs within 60 days of issuance of

this Circular.

3.3 Ensure that the VASP’s AML/CFT policies,

controls, and monitoring systems explicitly address
the risks highlighted by the NRA. This includes

customer onboarding procedures, transaction

monitoring parameters, and internal audit

programs.

3.4 Submit updated BRAs to VARA upon request or

during supervisory assessments and thematic

reviews.

3.5 Implement or strengthen measures to mitigate the
identified risks including customer due diligence,
transaction  monitoring, targeted financial
sanctions compliance and reporting of suspicious

activity.

4, Supervisory Follow-Up:
VARA will assess VASPs' alignment with the NRA
during its ongoing supervisory activities including

scheduled inspections, and thematic reviews and
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analysis of regulatory reports. Failure to demonstrate
adequate implementation of risk-based controls aligned
with NRA findings may result in regulatory actions

under applicable laws and regulations.

5. FATF Recommendations and Risk-Based

Approach

Pursuant to FATF Recommendation 1, every VASP is

required to identify, assess, and understand its

ML/TF/PF risks and apply a robust risk-based

approach. The FATF Interpretive Note to

Recommendation 1 directs reporting entities to

consider the national NRA in their own risk
assessments. Furthermore, FATF Recommendation 15
specifically addresses new technologies and virtual
asset activities. VASPs must therefore proactively
integrate the NRA findings into their AML/CFT
programs, ensuring that policies, controls, and
customer due diligence are commensurate with the

risks identified for virtual assets.

6. Federal Legal Requirements: UAE AML/CFT Law

and Regulations

All VASPs are subject to UAE federal AML/CFT laws

and regulations:

6.1 Federal Decree-Law No. (20) of 2018 (AML/CFT
Law) explicitly requires VASPs to conduct a

thorough risk assessment of their business and
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consider the findings of the UAE NRA.

6.2 Its Executive Regulation (Cabinet Decision No.10
of 2019) further mandates that risk assessments
must be documented, kept up to date, and made
available to the Supervisory Authority upon
request. It further stresses identifying risks from
new technologies and aligning internal policies with

national risk priorities.

7. Further information:

A detailed summary of the latest NRA will be shared
separately. For any questions or support, please contact
your assigned supervision manager.

Compliance with this circular is mandatory and takes
effect immediately.

We appreciate your continued commitment to
strengthening the AML/CFT/PF framework of the UAE

and aligning with international best practices.

Signed by:

Sincerely,
Supervision Department

Virtual Assets Regulatory Authority
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