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VIRTUAL ASSETS REGULATORY AUTHORITY

Date: 7 November 2025

To: All Virtual Asset Service Providers
(VASPs)

Subject: Rule Ill D Risk Assessments

The Dubai Virtual Assets Regulatory Authority
(VARA) issues this circular to all regulated
Virtual Asset Service Providers (VASPs) to
clarify the requirements under Part Ill — Rule
111.D (Risk Assessments) of the Compliance and

Risk Management Rulebook.

1. Background

Supervisory inspections conducted during 2024
and 2025 identified significant deficiencies in the
design and execution of AML/CFT Business Risk
Assessments (BRA) across multiple VASPs.
These deficiencies include the absence of
documented methodologies, unrealistic residual
risk ratings, and failure to consider emerging
risks such as Proliferation Financing (PF),

Targeted Financial Sanctions (TFS), and the use

of artificial intelligence or new technologies.

2. VASP Obligations:

All VASPs are reminded that, under Rule III.D,
they are required to maintain a documented,

data-driven AML/CFT Business Risk Assessment
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b. evaluation of control effectiveness
through testing or sampling; and

c. derivation of residual risk at entity level.

e Integrates the BRA outcomes into:

a. the VASP's AML/CFT policies and
procedures;

b. Customer Risk Assessment and
Transaction Monitoring calibration; and

c. resource allocation, internal audit and
compliance monitoring plans.

e Documents and evidences quarterly

reviews and upon any material change in
business operations, client profile or
regulatory requirements, maintaining
version control and change logs for each
Senior

iteration, including Board or

Management approval and minutes

reflecting discussion of the BRA.

3. Practical Application of Quarterly Reviews

Quarterly reviews are intended to ensure the
BRA remains current and risk-sensitive. VASPs

must demonstrate that the BRA has been
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Key operational data (e.g. client base,

transaction patterns, new products,
jurisdictions) are analysed to confirm
that the BRA remains valid;

Any material change or new typology
identified is assessed and reflected in the
BRA or in related AML/CFT policies and
procedures;

The

review outcome is documented,

even if no changes to inherent or
residual risk ratings are required; and
Where the review identifies material
shifts in exposure, a targeted update or
re-performance of the BRA must be
undertaken.

Each VASP must therefore be able to evidence
quarterly review activity (for example, through a
short management memo or risk or compliance
committee record) demonstrating that the BRA
remains accurate, relevant and responsive to the

evolving risk environment.

A BRA that has not been revisited or tested
against new data, typologies or regulatory
changes will not meet the requirements of Rule

111.D.3(a).

4, Supervisory Follow-Up:

VARA will undertake a thematic review of BRA
frameworks in Q2 2026 to evaluate alignment
with this circular. VASPs that fail to demonstrate

a credible, data-driven and quarterly-maintained
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BRA will be required to re-perform the
assessment within 30 days and may be subject

to supervisory or enforcement action.

Federal Legal Requirements: UAE AML/CFT

Law and Regulations

VASP obligations are derived from the following

laws and decisions:

e Federal Decree Law No. (10) of 2025, as
amended, requires the identification of high-
risk jurisdictions and the application of
appropriate measures.

Cabinet Decision No. (10) of 2019, as

amended by Cabinet Decision No. (24) of

2022, requires enhanced due diligence and

supervisory instructions for  high-risk

jurisdictions.

5. Further information:

Compliance with this circular is mandatory and
takes effect immediately. VASPs must ensure
their first quarterly reassessment under this
guidance is completed by the 30*" November

2025. Signed by:

Sincerely,

Market Assurance Department

Virtual Assets Regulatory Authority

g IS OXang bl e (35 (Soina (el
Osads=iy 389 dogy 30 JM> it clyz] Ble] o Soiw

Al o 4-019) C:|s|)?:i

ixdlso pilely Heil sdpslaidl dggilall ldbiall
do sl Sllogl Dgs & ooyl Jsais Jlsadl Juui
3asioll

Sbbilly psledll Jl Slesndl 3950 Ololill st
aJul

2025 did (10) 03y (53bx3l olis pgcosal
ddle Jol maxi cvgr (S (Jasall)
Lol dewsliall sulsill Gadnso sblasll

2019 diwd (10) 08 clyell Gulne b3
Qi (28) 035 chioll ulze shiy Jasall)
dalell LU=l Oleha] oo sl (2022
Joadb dwlal dulsy)l Oledsedly 853x0ll

sblell ddle

&8L5| Sleglee -5

(5298 JSy Bibads Lolil] pamill 1) JUizodl suin)
dzzlio Jol plos] Slosndl (53950 @raz e oo
scon § puazill lin 389 sblaall puiil dsi @)

2025 ;1085 30 slasl

gl palls go

(VARA) dgil o3l Jouo¥l pgbiis dbabs

5

A2l Jguod! i dlalls - Busmiall dyall LY €33 9292 1y Ggdise- varaconnect@vara.ae

varaconnect@vara.ae - PO Box 9292, Dubai, UAE - Virtual Assets Regulatory Authority




		2025-11-06T22:25:24-0800
	Digitally verifiable PDF exported from www.docusign.com




