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18 September 2024
To: All Virtual Asset Service Providers [VASPs]
in the Emirate of Dubai

Subject: Mandatory registration on the Executive

Office for Control & Non-Proliferation [EOCN]

system for sanction alerts.

Dubai’'s Virtual Assets Regulatory Authority
[VARA] extends warm greetings to all our

stakeholders.

As the specialist regulator established under the
local law of the Emirate of Dubai No. [4] of 2022,
VARA is mandated to assure market stability that
is in turn contingent on every participant’s financial
robustness and responsible market conduct — that
collectively allow for the industry to operate on par

with best-in-class international standards.

The Office for & Non-
Proliferation [EOCN] was established in the United

Executive Control
Arab Emirates in 2009 as the National Leader in the
UAE to ensure the implementations of Targeted
Financial Sanctions [TFS] imposed by the UAE, UN
and FATF standards.

Terrorist Financial Sanctions [TFS]

The purpose of TFS are:

e To deny certain individuals, groups,

organizations, and entities the means to
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e To ensure no access to funds, financial
assets or economic resources of any kind as
long as they remain subject to the sanction’s

measures.

Compliance and Risk Management Rule Book

All VASP’s are required to comply with all
compulsory rule books and activity specific rule
books issued on 7t Feb, 2023 on [Link]. Including

Compliance and Risk Rule Book.

All Licensed VASPs and Initial Approval Holders
are required to immediately register for TFS
alerts on the EOCN web site
[www.uaeiec.gov.ae/en-us] by visiting the “Local
Terrorist List” section, then selecting “Sanctions
List” and “Subscribe”. Registration will trigger
automatic email alerts to VASPs and LoP holders
on any ongoing updates to the TFS list, specifically
where names may be refreshed [“designated

entities”].

In accordance with Article 15 of Cabinet
Resolution No. [74] of 2020, VASPs and LoP

holders are required to:

e Screen their user databases without
delay [within 24 hours] each time the TFS
list is updated to identify any matches

list, and to take

against the latest

appropriate action where required;
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e Ensure designated entities on the TFS list
are immediately prevented access to
funds owned or controlled, wholly or jointly,
directly or indirectly, by the designated
entity or to funds owned or controlled,
wholly or jointly, directly or indirectly, by a
person or organization acting on behalf or
at the direction of the designated entity;
and

e Report any activity involving designated
entities to the Financial Information Unit
[FIU] in line with Rule IILF of VARA’s
Compliance and Risk Management

Rulebook available from www.vara.ae; and

within five business days of any funds being

frozen.

Failure to comply with the above may lead to

substantial criminal and civil penalties.

VARA may determine the need for suspension,
restriction, or prohibition of activity, business, or
profession that further warrants either revocation

or withdrawal of the operational license.

As such, we urge you to immediately register on the
EOCN website, actively monitor the sanction lists

and respond accordingly if there are any alerts.

Sincerely,
Compliance Department
Dubai Virtual Assets Regulatory Authority
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