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To: All Virtual Asset Service Providers [VASPs] in the

Emirate of Dubai

Subject: Publication of UAE Proliferation Financing

National Risk Assessment (PF NRA) 2026 and Required

Actions

VARA hereby notifies all VASPs of the publication of the
enclosed UAE Proliferation Financing National Risk
Assessment (PF NRA) 2026, issued by the Executive
Office for Control and Non-Proliferation, which should be
read alongside applicable UAE AML/CFT/CPF legislation
and VARA’s Compliance and Risk Management
Rulebook.

The PF NRA provides a comprehensive assessment of the
threats, vulnerabilities, and risks associated with
proliferation financing (PF) in the UAE, aligned with
FATF Recommendations 1 and 7 and relevant UN

Security Council Resolutions (UNSCRs).

VASPs are required to review the PF NRA and update
their institutional risk assessments, policies, procedures,
controls and governance arrangements to reflect the

findings of the PF NRA.

1. Purpose of this Circular:
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e Communicate the key findings of the UAE PF NRA

e Reinforce regulatory expectations for PF risk
management

e Require VASPs to update their Business Risk
Assessments (BRA) and controls

e Ensure alignment with Targeted Financial Sanctions

(TFS) obligations

2. Summary of Key PF NRA Findings

2.1 Overall Risk Assessment

e The UAFE’s overall PF risk is assessed as Medium-
High, primarily driven by risks of TFS evasion, rather
than breaches or non-implementation

e The UAE maintains a robust legal and regulatory
framework, with coordination

strong among

competent authorities

2.2 Key Threats Relevant to VASPs

The PF NRA identifies state-linked actors (primarily
DPRK and Iran) leveraging financial systems, including

virtual assets, through the following typologies:

DPRK-related threats:

e State-sponsored cyberattacks targeting VASPs to
steal virtual assets

e Use of cryptocurrencies to bypass the formal
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financial system
e Use of intermediaries and layering techniques to

obscure fund flows

Iran-related threats:

e Use of cryptocurrencies and intermediaries to avoid
detection
e Use of front companies and trade-based typologies

to procure controlled goods

2.3 Key Vulnerabilities Relevant to VASPs

The PF NRA highlights the following vulnerabilities:

e VASPs sector identified as highest PF risk exposure
(High risk in mainland) due to:
o Speed and pseudo-anonymity of transactions
o Exposure to state-sponsored cybercrime
(e.g., DPRK hacking groups)
e Exposure to unregulated / offshore VASPs,
increasing risk of:
o Sanctions evasion
o Weak compliance standards
e Limited industry awareness of PF-specific typologies
and TFS evasion risks
e Broader systemic vulnerabilities:
o Use of front companies and complex
ownership structures

o Trade and transshipment activity masking
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illicit flows

o Geographic proximity to sanctioned

jurisdictions

2.4 Key Methods of PF Evasion

Across sectors (including VASPs), PF actors commonly:

e Use intermediaries and layering to disguise beneficial
ownership

e Conduct cross-border transfers via multiple
channels

e Exploit gaps between regulated and unregulated
entities

e Leverage technology (cybercrime, crypto-assets) to

raise and move funds

3. Regulatory Expectations for VASPs

VASPs are required to assess and enhance their PF risk

frameworks as follows:

3.1 Business Risk Assessment (BRA) Update

e Review and update their institutional PF risk
assessment to:

o Incorporate PF NRA findings

o Reflect VASPs-specific threats (cybercrime,

sanctions evasion)

dcgydiall
Slgizll dzsls d85Lad Slids o Bzl Ll o

SLasdl Jyoad 3 Jobxdll caddlaosd 59l 4-2

pody (dpsbddl Jouodl loss (s3850 ll3 § lay) Sleladll yue
1y Loy B3le sLasdl Jygad cllads

dlmall 4SLoll clasy aygaidll ity clbwgll planiwl »

8aaxie Olgid suc 3985l sue Sy <y »

dns bl suts pebiiill dmdbl SLLSII Gay Slgll Jolsiol -
«

gox) (3sadiall Jouodl o ist3l doysll) Lixgloisil Caybigs -

lebio=is Jlgo3l

dgudlsiddl Jouo ¥l Siloss (53950) dylByll Silededl -3
sbi 335855 pasdls duoliddl Joodl Olors (s30i0 e ol

I ol e o) sLad Jygas sbline

JlocHl sblxe pudi Cyaxi 1-3
oo L3l Jused anwsall sbliell 0uds Cuaxiy dzalie
N

ALl Jyoad) sbliall Liboll paidll Z5Us ges 0

aeolyisdl Jouo¥l Glosd $39i0s Lol Olysgdll usc o
(Obsdsll Ll Jaleiddl g iUl doy s2l)

Page 4 of 8




o3 & 0gS>
GOVERNMENT OF DUBAI

NN\ /\

asliovl Jgoll aaiidhl

VIRTUAL ASSETS REGULATORY AUTHORITY

o

o

Assess exposure to:
High-risk jurisdictions (e.g., DPRK, Iran)
Unlicensed VASPs

OTC and peer-to-peer transactions

Ensure PF risk is explicitly assessed separately from

ML/TF risks

3.2 Sanctions and TFS Controls

Detect and prevent TFS evasion, including:

o

Screening of wallets, counterparties, and
beneficial owners
indirect

Monitoring exposure via

intermediaries

Implement sanctions screening and escalation

controls capable of identifying and preventing

prohibited activity without delay.

Ensure capability to:

o

o

Freeze assets without delay
Prevent provision of funds to designated

persons/entities

3.3 Transaction Monitoring Enhancements

Enhance monitoring systems to detect:

o

Unusual wallet behaviour and rapid

movement of funds
Use of anonymity enhancing technologies,

obfuscation tools or other indicators of
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sanctions evasion.
o Conversion patterns (crypto-to-fiat via OTC
or intermediaries)

o Links to known cybercrime typologies

3.4 Cybersecurity and Operational Risk Controls

e VASPs must implement robust cybersecurity
frameworks to:

o Mitigate risk of state-sponsored hacking

o Protect client assets from unauthorized

access

3.5 Customer Due Diligence (CDD) and UBO

Transparency

e Strengthen identification of:

o Ultimate beneficial owners (UBOs)

o Controllers behind corporate structures
e Apply enhanced due diligence for:

o Complex structures

o High-risk jurisdictions

o Trade-linked or industrial clients

3.6 Exposure to Other VASPs

e Conduct due diligence on:
o Counterparty VASPs (including offshore
entities)

e Restrict or monitor exposure to:
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o Unregulated or weakly regulated VASPs

3.7 Suspicious Transaction Reporting

e Enhance detection and reporting of PF-related
suspicious activity
e Submit STRs/SARs related to PF to the UAE FIU

without delay

3.8 Staff Training and Awareness

Ensure relevant employees, including compliance,
onboarding, transaction monitoring, sanctions and
senior management personnel, receive targeted
training on PF NRA findings, proliferation financing
evasion indicators and

typologies, sanctions

associated escalation and reporting obligations.

4, Implementation Timeline

e Complete the PF NRA alignment review, including risk
assessment updates, control enhancements and policy
updates, within thirty (30) calendar days of this

Circular.

Retain documented evidence of the PF NRA review, risk
assessment updates, control enhancements, remediation
actions and staff training activities, and make such records

available to VARA upon request.
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5. Remediation Expectations

Where deficiencies are identified, VASPs must implement
a remediation plan approved by Senior Management and

overseen by the Board or equivalent governing body.

Progress against remediation actions should be

documented and made available to VARA upon request.

6. Supervisory Action

Failure to demonstrate effective implementation and
integration of relevant PF NRA findings into, the VASP’s
risk management and control framework may result in
supervisory action, including requests for further
information, meetings with Senior Management or the
Board, remediation directions, or

thematic reviews,

enforcement measures where appropriate.

7. Effective Date

This Circular is effective from the date of issuance.

Signed by:

Sincerely
Supervision Department

Virtual Assets Regulatory Authority
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