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Why distributed enterprise networks need new operating models
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Introduction

Enterprise networks once served primarily to connect central data
centers and clearly defined sites. They have since become a criti-
cal part of how businesses operate. Across manufacturing and lo-
gistics sites, branch offices, home offices, and mobile workforces,
networks provide the essential link to cloud platforms, SaaS appli-
cations, and central IT services.

When disruptions occur, particularly when users access applicati-
ons, a single network component is rarely the sole cause. WLAN in-
frastructure, wide area network paths, routing tables, DNS, securi-
ty policies, endpoint configurations, service providers, and
external platforms can all affect user experience and performance.

Traditional monitoring shows whether systems are reachable,
thresholds have been exceeded, or metrics such as latency, packet
loss, and utilization indicate a problem. Understanding why a ser-
vice is impaired and which dependencies are involved requires ad-
ditional context. Observability connects relevant technical signals
with information about sites, services, users, providers, and chan-
ges. This helps teams assess causes and impacts more accurately.
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This is particularly important for organizations with many distribu-
ted sites. Different connection types, providers, security require-
ments, and local operating conditions make consistent manage-
ment difficult. At the same time, IT teams must assess service
quality, narrow down the causes of incidents, and explain their im-
pact clearly to business teams and management.

This whitepaper explains how monitoring and observability differ,
the challenges that arise in distributed enterprise networks, and
the target operating model these challenges call for. The aim is not
to collect as much data as possible. What matters is integrating
relevant information into operations and processes so that it sup-
ports better analysis and informed decisions.

Deutsche Telekom helps organizations work toward this target mo-
del by bringing together relevant capabilities, from site and cloud
connectivity to software-defined network control, LAN and WLAN
operations, integrated security solutions, and managed services.
The capabilities required in each case depend on the organizati-
on's site structure, cloud usage, security requirements, data quality,
and operating model.
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Why distributed networks need more than

monitoring

Organizations with many sites often have connections, LAN and
WLAN infrastructure, security solutions, and provider services
from different generations. Cloud and SaaS$ services, mobile ac-
cess, and new network architectures add to this mix. As a result, an
issue may originate in one part of the environment and become
apparent elsewhere. A slow application in a branch, for example,
may be linked to the local WLAN, the WAN path, a DNS configura-
tion, a security inspection, or an external cloud service.

Monitoring provides important status information. It detects when
devices or connections become unreachable, latency or packet
loss increases, or defined thresholds are exceeded. It primarily
answers the question: What is happening? Its limitations become
apparent when several possible causes need to be considered. A
single alert rarely explains which dependencies are involved or
which users and services are affected.

Observability adds context and correlation to monitoring, helping
answer the question: Why is it happening? It connects relevant
metrics, logs, and events with topology and service information.
Teams can then investigate whether an anomaly coincides with a
change, a security policy, a particular provider, or a condition el-
sewhere along the service path. This helps them develop hypothe-
ses about the cause, assess the impact, and make more focused
decisions about the next steps.

A particular challenge arises when the teams involved use diffe-

rent systems. Network operations may see latency or packet loss,
security operations may see policy or inspection events, cloud

Technical Signals
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WAN / SD-WAN LAN / WLAN Cloud / SaaS Security
Providers
Different Countries / SLAs Escalation paths

providers regions

operations may see platform metrics, and the service desk may
see tickets. Providers supply their own status information as well.
Without shared context, it remains unclear how these observations
relate to one another. If an incident affects only some sites, for
example, teams need to investigate whether a particular provider,
region, site type, security policy, or routing change is involved.
Without these connections, tickets are often passed from team to
team instead of being used to narrow down the cause.

In international site networks, different providers, connection ty-
pes, service levels, operating windows, and escalation paths make
consistent management even harder. Central IT must assess ser-
vice quality and produce comparable reports, even though the
operational data available may differ by country or site. This requi-
res site, provider, and service context alongside technical signals.

Network performance and security cannot always be assessed se-
parately, either. As security inspections move closer to users, sites,
and cloud access, they can affect user experience without a con-
ventional network outage occurring. Architectures such as SASE
combine networking and security functions, making it increasingly
important to assess performance and security events together.

The same applies to changes. A new SD-WAN policy, an adjustment
to firewall rules, a different cloud path, a new DNS configuration, or
a change of provider can affect sites differently. Unless the relevant
data is brought together, it is difficult to establish whether an inci-
dent stems from the change, local conditions, or an external depen-
dency. Observability can help make these effects easier to trace.

0 BhQ &
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Operational Processes
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Figure 1: Connecting technical signals, sites, providers, and operational processes creates the context for fast, informed decisions



Business teams and management need an assessment that goes
beyond individual technical measurements. Their concern is the
stability of business processes, rather than packet loss or routing
paths alone. Observability can connect technical signals with ser-
vices, sites, and operational processes to support a better-infor-
med assessment. It does not replace monitoring, security
architecture, or operations. What matters is making the relevant
signals available in the right context.
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Defining a target model for enterprise

observability

Aviable target model for observability starts with the operational
capability the organization wants to achieve, rather than with a
platform. For organizations with extensive site networks, the aim is
rarely to make every technical detail visible at all times. What mat-
ters is bringing together the signals relevant to business-critical
services so that causes, impacts, and responsibilities become
clearer.

At the centeris a shared data and context layer. It connects infor-
mation from WAN, LAN, WLAN, SD-WAN, SASE, cloud connectivi-
ty, security components, endpoints, applications, and ITSM sys-
tems. ITSM stands for IT service management and covers
processes such as incident management, problem management,
change management, and service reporting. These processes mat-
ter because observability data delivers operational value only
when it informs decisions, tickets, escalations, and management
reports.

BASIS FOR OPERATIONS & GOVERNANCE
DECISIONS
OBSERVABILITY & CONTEXT
CLOUD & APPLICATIONS
CONTEXT
SECURITY & POLICIES
TRANSPORT & CONTROL
DATA SITE & ACCESS

The target model must distinguish between signals, context, and
decisions. A signal might be unusual latency, packet loss, a log
event, a policy match, or a failed access attempt. Context emerges
when that signal is connected to a site, provider, application, user
group, topology, change history, or security rule. A decision, in
turn, requires that context to be translated into operational action:
escalating to a provider, rolling back a change, adjusting a policy,
upgrading a connection, investigating an endpoint, or prioritizing a
modernization initiative.

For many organizations, this transition is the real challenge. Dash-
boards are quick to build, but they do not automatically create a
shared understanding. A site's network dashboard may show ever-
ything in green while users still experience poor application per-
formance. A security console may enforce a policy correctly while
a business team experiences a noticeable delay. A provider may
meet its service parameters while the end-to-end experience falls

Incident | Problem | Change | Provider management | Reporting

Topology | Service context | Correlation | Analysis

Saa$ | Public cloud | Private cloud | Business applications

SASE | SSE | Firewall | Identity | Policy context

WAN | SD-WAN | MPLS | Internet | Providers

LAN | WLAN | Endpoints | Branches | Plants | Home offices

Figure 2: Informed operational decisions based on observability require a continuous chain connecting data to decisions



short of expectations. Observability must bring these perspectives
together while preserving clear accountability across teams.

A sound target model therefore needs clear design principles. Data
sources must be relevant and reliable. Correlation needs to be ba-
sed on an understandable model. The most important services and
sites must be prioritized. Access rights, data protection, and data
residency must be addressed. Roles and responsibilities must be
defined so that observability does not become another tool silo.
The technical architecture must also remain open enough to ac-
commodate different vendors, providers, cloud platforms, and
operating models.

For organizations with many sites, standardization must also ac-
count for local conditions. Sites differ in criticality, bandwidth, ap-
plications, and security requirements. A large manufacturing facili-
ty with systems closely connected to operational technology (OT),
such as programmable logic controller (PLC) devices or manufac-
turing execution systems, has different requirements than a small
sales office. A retail branch with point-of-sale systems and custo-
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mer access has different requirements than an office focused on
collaboration. The target model should therefore provide different
levels of coverage rather than impose a rigid approach. Critical
sites and services need deeper observability, while less critical
areas should receive proportionate coverage without unnecessary
complexity.

Security and compliance also belong to the target model, but ex-
pectations must be realistic. Observability improves traceability,
provides data for investigations, and reveals relationships between
network events and security context. It does not automatically
make an organization compliant or prevent attacks. Claims about
regulatory compliance, risk reduction, or security outcomes must
be substantiated and reviewed by the relevant specialists.

A good target model therefore answers three questions: Which
services and sites really matter? What data and context are nee-
ded to understand their behavior? And which operational proces-
ses will use these insights? Only when these questions have been
resolved, observability can develop from a technical data collection
exercise into a manageable operating model.
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How observability works technically

The technical architecture of observability can be described as a
flow of data from the site to the decision. It begins with infrastruc-
ture signals: metrics from routers, switches, and access points;
flow data from network paths; logs from security components;
status information from SD-WAN controllers; data from cloud con-
nections; DNS information; endpoint information; and synthetic
tests that reflect the user perspective. These signals are valuable
in and of themselves, but they rarely explain the cause of a prob-
lem on their own.

The next step is to connect them with topology and service con-
text. A latency measurement becomes more meaningful when it
can be associated with a site, provider, application, user group,
and specific path. A log entry becomes more useful when the as-
sociated policy, service, and change are visible. A ticket becomes
more actionable when it is linked to technical events and affected
services, rather than simply describing a complaint. Observability
depends on this translation of raw data into operational context.

SD-WAN and SASE data play an important role in modern site net-
works. SD-WAN refers to software-defined control of wide area

networks. For observability, the important point is that application
paths, policies, and traffic steering decisions should be visible and

included in root cause analysis. When a site experiences a prob-
lem, knowing that it is online is not enough. Teams need to know
which path was used, which application was affected, and which
policy was applied.

SASE adds security context to this perspective. As network access
and security inspections become more closely integrated, security
decisions also influence paths, latency, and user experience. Ob-
servability should therefore capture network metrics and show
which security components and policies are involved in an access
request. This is particularly important when sites, mobile users, loT
devices, and cloud applications are managed through a common
security and access model.

Alongside WAN and security, the local site environment remains
critical. Many problems originate outside the wide area network: in
the LAN or WLAN, in local power or device infrastructure, in incor-
rectly sized access point deployments, or in local configuration
differences. Without visibility into this layer, a central observability
model may draw the wrong conclusions. Slow cloud access may
appear to be a WAN problem even though the cause lies in the lo-
cal wireless LAN. Organizations with many sites therefore need to
incorporate local signals into the same analytical context as WAN,
cloud, and security data.

OBSERVABILITY LAYER
DATA SOURCES OPERATIONS LAYER
Governance & Access
WAN / Providers Incident Management
—> —>
? LAN / WLAN Automation & Al @. Problem Management
@ SD-WAN / SASE Analysis & Anomalies TJ' Changes
—> _>
O Cloud / Apps ( Correlation ) [te\, Security Operations
g Endpoints / DNS & Provider Management
Topology & Service Context
—>| —>
ITSM / Tickets & Reporting
Data Collection
. J

Figure 3: An architecture model for observability



The architecture also needs an integration layer. Observability
platforms, network management systems, security tools, cloud
monitoring, ITSM systems, and provider portals do not necessarily
have to be consolidated into a single system. What matters is con-
necting relevant information so that teams can work together. In
practice, this can be achieved through APIs, event streams, data
models, dashboards, automation, or ITSM integrations. From a
technical standpoint, it's less about completeness and more about
relevance: Which data actually helps explain the most important
use cases?

Artificial intelligence and automation can also help. Pattern and
anomaly detection, along with automated correlation, facilitate
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analysis when data quality, the context model, and process integ-
ration are sound. Without reliable data and clear responsibilities,
however, automation simply accelerates misinterpretation.

Technically, observability consists of several layers: data collecti-
on, contextualization, correlation, analysis, process integration,
and governance. Value comes from the ways these layers interact,
rather than from a single layer. A platform can collect data, but it
cannot establish accountability. A dashboard can show patterns,
but it cannot replace escalation logic. A telemetry standard can
structure data, but it cannot resolve conflicting organizational ob-
jectives. The technical architecture must therefore be connected
to the operating model.

How operations, governance, security, and
compliance work together

Observability does not deliver value through technical data collec-
tion alone. It becomes effective when organizations establish who
interprets the data, who initiates action, who manages providers,
and who explains decisions to business teams or management.
This is challenging in organizations with extensive site networks
because network operations, security, cloud teams, service desk,
application operations, and external service providers view the
same incident from different perspectives.

rl'l Network Ops Q Service Desk

Shared Service Context

@ Security & Management

Figure 4: Observability requires shared service context to deliver value

A slow application across several branches illustrates why shared
service context is necessary. Network, security, and cloud data, to-
gether with tickets and provider information, must be associated
with the same service, site, and time period. Only then can separa-
te observations be combined into a shared hypothesis about the
cause. Observability must therefore embed these relationships in
operational workflows and responsibilities, not just in dashboards.
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In practice, this means that observability data needs to be integra-
ted into incident management, problem management, change
management, and service reporting. Incident management ad-
dresses current disruptions, problem management investigates re-
curring causes, and change management assesses the impact of
changes. If observability signals are not connected to these pro-
cesses, they remain analytical aids for individual teams. Integra-
ting them into tickets, escalation paths, and service reports crea-
tes a shared basis for decisions.

Governance plays a pivotal role. Organizations should establish
which data sources are authoritative, which dashboards are inten-
ded for which roles, how data quality is checked, and which escala-
tion rules apply across provider boundaries. Organizations opera-
ting in several countries must also account for local providers,
different service levels, time windows, and regulatory frameworks.
Observability cannot eliminate this complexity, but it can help
make technical and organizational dependencies visible in a more
structured way.

In integrated networking and security architectures such as SASE,
network and security data must be analyzed together. This requires
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organizations to define which teams interpret the data and who
determines the actions to take.

Compliance is relevant to observability particularly where data is
collected, stored, correlated, and analyzed. Logs, flow data, user
context, site information, and security events may have data protec-
tion or regulatory implications. Data residency, access controls, re-
tention periods, role-based permissions, and traceability should the-
refore be assessed early. Claims such as “meets NIS2 requirements”
or “ensures compliance” would be risky without legal and specialist
review. A structured observability model can help organizations as-
sess technical and organizational requirements more clearly and
prepare supporting evidence more effectively. Whether specific re-
gulatory requirements are met depends on the architecture, indus-
try, country, allocation of responsibilities, and other measures.

The central operational question is therefore whether data, roles,
and processes are connected in a way that enables teams to act
consistently, rather than whether the organization has enough
data. Observability thus becomes part of governance, connecting
technical visibility with clear responsibilities, coordinated escalati-
on paths, and traceable decisions.

Introducing observability: key steps and

common pitfalls

Common pitfalls at a glance

Choosing the tool first: Selecting a platform before use
cases and objectives have been defined

Too much data without context: Adding telemetry crea-
tes a flood of data instead of better root cause analysis

Unclear roles: Teams interpret data differently, and
responsibilities remain unresolved

An overly ambitious pilot: An overloaded pilot over-
whelms the teams involved

Data protection and compliance: Involving the relevant
teams too late and omitting reviews can force subse-
quent changes

Overstating the benefits: Claims lose credibility when
the organizational prerequisites are missing

Introducing network observability should not begin with platform
selection. A tool can collect, visualize, and correlate data. It cannot
decide which business-critical services take priority, which data is
reliable, which teams take responsibility, or how escalations should
work. Organizations should therefore start with a specific operatio-
nal problem rather than a complete target architecture.

A sensible starting point is to prioritize a small number of relevant
use cases. For organizations with many distributed sites, these
might include recurring performance issues in branches, unexplai-
ned SaaS delays, cloud latency of uncertain origin, WLAN prob-
lems affecting particular site types, the effects of security inspec-
tion, or provider issues that require extensive escalation. The use
case determines which data sources are needed. It prevents ob-
servability from turning into a broad data collection project whose
benefits are difficult to explain.

The next step is to assess existing data sources and their quality.
Relevant signals may come from WAN, LAN, WLAN, SD-WAN,
SASE, firewalls, DNS, cloud connections, endpoints, application
monitoring, synthetic tests, and ITSM systems. The objective is not
completeness at any cost. The more important question is which
data helps teams develop specific hypotheses about the cause of
a problem. Large volumes of data without site, service, and provi-
der context often create more analytical work rather than greater
clarity.
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Figure 5: Successful observability implementation starts with defining an operational problem, rather than selecting a platform

Organizations then need a shared context model. They should de-
fine how sites, applications, user groups, providers, policies, service
classes, and operational processes are connected. For a retail
group, the business criticality of individual branches may be deci-
sive. A manufacturing company may focus on plants, networks
closely connected to OT, and campus infrastructure. A financial
services organization may place greater emphasis on document-
ing access, roles, and service quality. Observability must accom-
modate these differences without making the model excessively
complex.

Only on this basis should organizations consider platforms, inte-
grations, and automation. An observability platform should ingest
and correlate data and make it usable for different roles. It must
also fit existing processes across the service desk, incident man-
agement, change management, security operations, provider
management, and management reporting. Technical integration
without process integration often produces new dashboards with-
out improving decisions.

A pilot is the right way to test whether the model is viable. Its scope
should be manageable but sufficiently relevant to address real op-
erational questions. Suitable success criteria include clearer clas-
sification of causes, less manual effort to find data, more effective
provider escalations, more informative reports, and greater trace-
ability of changes. A pilot can thus show whether causes can be

narrowed down more quickly and responsibilities assigned more
clearly.

Scaling should follow only after this. Organizations can bring in ad-
ditional sites, applications, providers, and data sources once the
data model, roles, dashboards, and processes work. Observability
should be treated as an ongoing operational capability. Site net-
works change, cloud access grows, security policies are adjusted,
providers change, and new applications are introduced. Observ-
ability must therefore be maintained, reviewed, and developed
over time.

Typical pitfalls arise when organizations reverse this sequence. A
tool-first approach often leads to rapid data collection but slow
clarification of its value. More telemetry without context creates
data overload. Unclear roles lead to conflicting interpretations.
Overly broad pilots overwhelm teams. Omitting data protection
and compliance reviews can force subsequent changes. Overstat-
ed benefits undermine a program's credibility when the organiza-
tional prerequisites are missing.

Implementation therefore works best as a gradual development of
operational capability. Use cases, data sources, a context model,
process integration, a pilot, and scaling form a connected se-
quence. If any element is missing, network observability remains
technically interesting but operationally incomplete.
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Realistic organizational and business

outcomes

The business value of observability does not come from data visi-
bility alone. Visibility in itself does not reduce costs, prevent inci-
dents, orimprove service quality. Value emerges when data in-
forms better decisions: faster identification of likely causes, clearer
escalations, better prioritization of modernization initiatives, more
transparent provider management, and more reliable communica-
tion with business teams.

IT decision-makers need to describe the benefits realistically. Ob-
servability can help make the effort involved in manual investiga-
tion more visible when data sources are connected consistently. It
can simplify provider management when technical signals, service
levels, and escalation paths are brought together in a traceable
way. It can support change processes when changes to the net-
work, security, or cloud connectivity can be linked more clearly to
their subsequent effects. These outcomes are plausible, but they
depend heavily on the starting point, data quality, architecture,
and operating model.

Observability can reduce silos between teams when everyone has
access to the same context. Teams can then assess causes togeth-
er while maintaining clear responsibilities. A good model makes it
clear who interprets the data, initiates action, and is accountable
for escalations. This provides structure for collaboration.

Observability can also help with management communication. Ex-
ecutives do not need raw packet loss data or flow statistics. They
need a reliable assessment of which sites are affected, which busi-
ness processes are impacted, whether there is a provider problem,
whether a change may have caused the issue, and which actions
should take priority. Observability can help translate technical
analysis into service-oriented language.

Organizations with many sites can also benefit when planning
modernization. Visibility into recurring incidents, site types, provid-
er dependencies, and application paths helps organizations priori-
tize investment. They can more readily determine whether a prob-
lem calls for local WLAN modernization, a WAN adjustment, an
SD-WAN policy change, a change to cloud connectivity or the se-
curity architecture, or a process change. This can provide a basis
for better budget decisions, but it does not replace a business
case.

The realistic impact therefore lies in three areas: better visibility
across distributed infrastructure, greater control over operational
and provider processes, and a stronger basis for modernization
and governance decisions. This is less dramatic than a blanket
promise of savings, but it is far more credible for large enterprise
networks.

VISIBILITY

What is affected?

Sites, services, and dependencies
become easier to understand

Prerequisites

Relevant data sources and reliable
context

CONTROL
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Who needs to act?

Escalations, provider management, and collabo-
ration become more structured

Prerequisites

Clear roles, processes, and governance

DECISIONS

80
]
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What should take priority?

Modernization, changes, and budgets
can be assessed on a more informed
basis

Prerequisites

Service-oriented reports and reliable
data quality

Figure 6: Observability offers better visibility, control, and decisions rather than blanket promises of savings
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An observability checklist for IT

decision-makers

Strateglc relevance and scope

Which sites, applications, and business processes are particu-
larly critical?

Which recurring incidents currently require the most analysis
or escalation effort?

Is the primary focus network operations, user experience, pro-
vider management, security context, or cloud access?

Which sites are in other countries, and what additional provid-
er, service, or governance questions does this raise?

Data sources and architecture

Which data sources are available today: WAN, LAN, WLAN, SD-
WAN, SASE, cloud, DNS, endpoints, applications, and ITSM?
What data is missing to understand causes across site, provid-
er, and service boundaries?

Can technical signals be linked to a site, application, user
group, provider, policy, and change history?

What integrations with existing networking, security, cloud,
and ITSM systems are required?

Securlty, data protection, and compliance

What logging, data residency, access control, and retention re-
quirements apply?

Which security data may be processed and correlated, and in
what context?

Which regulatory claims need to be reviewed by legal, compli-
ance, or the relevant business teams?

Before committing to observability, organizations should look beyond platform features. The key question is whether the target model fits
their site environment, operational organization, and provider structure.

Operations and governance

Who owns data quality, dashboards, alert rules, and correlation
logic?

Which teams interpret observability data, and who decides
what action to take? How are provider escalations document-
ed, managed, and tracked?

How are observability insights incorporated into incident man-
agement, problem management, change management, and re-
porting?

Pllot and scaling

Which use case is suitable for a manageable but relevant pilot?
Which success criteria can realistically be measured without
making unsupported efficiency claims?

How will the model be extended to additional sites, providers,
applications, and security domains after the pilot?

What role should a managed services partner play: consulting,
integration, operations, escalation, or continuous optimization?

1
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Next steps for organizations to consider

Observability is not a shortcut that automatically simplifies com-
plex enterprise networks. It is a structured way to understand
complexity better and make operational decisions more transpar-
ent. For organizations with many distributed sites, this capability is
becoming more important as networking, cloud, security, provid-
ers, and user experience become more closely connected.

The next sensible step is to analyze sites and use cases. Organiza-
tions should identify the services, sites, and incident patterns that
matter most. They should then assess existing data sources: Which
signals are available, which are missing, which are reliable, and
which can be connected? Only then can they determine the appro-
priate platform, integrations, and operating model.

Responsibilities should be clarified in parallel. Observability in-
volves network operations, security, cloud teams, the service desk,
application operations, provider management, and management
reporting. If these roles are not involved early, the result is a tech-
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nical project without sufficient integration into operations. A pilot
should therefore test escalation, reporting, and decision logic as
well as collect technical data.

Deutsche Telekom can support this phase as an architecture, inte-
gration, and operations partner. It brings together a broad portfolio
of solutions and years of experience in connectivity, SD-WAN,
SASE, LAN and WLAN, cloud connectivity, security, and managed
services. The right combination should be determined by the pri-
oritized use cases and the target model. This keeps observability
focused on the customer's operating model rather than reducing it
to a single product decision.

The conclusion is that organizations should approach observability
as a modernization of network operations rather than another
monitoring project. What matters is the progression from data to
context, from context to accountability, and from accountability to
better decisions.
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