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Data Scientist / Data Engineer@ Datacation
(Data consultancy company in Eindhoven & Amsterdam)

A team of 20+
highly educated
data professionals

Focus on adopting data-
driven solutions
through co-creation
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IT nerds with a social
character: we think
along with the client
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DEDICATED TO DATA

Long-term focus Translating new insights
with short-term into the complete A-Z
usable output solution

Eager to implement
the latest data
techniques
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VWhat a year

chatGPT Daily Active Users
(global estimate)
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The Rise of Large Language Models

ChatGPT heeft 10 miljoen
dagelijkse gebruikers bereikt
in 40 dagen!



The Rise of Large Language Models

VWhat a year




ChatGPT

Generative genereert data (bijv tekst)
Pretrained voorgetraind op heel veel data,
om zo woordenschat en context te leren

(voornamelijk volgende woord in een zin voorspellen)
Transformer Al-model uitgevonden door Google in 2017/
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= €he New Aork Eimes

Turmoil What to Kn Inside Sam Alt Ret Board Shake-Up, Explained A Win for thx DE GROENE
/hat to oW nside Sam Altman’s Retum oar arKe-up, aine in10r te
at OpenAl i AMSTERDAMMER
Franzen, Grisham and Other Prominent Authors
Sue OpenAl a a r

The suit, filed with the Authors Guild, accuses the A.L. company of

infringing on authors’ copyrights, claiming it used their books to train its
s komt de
57 Share full article A~ [

t ® O
vandaan:

Jodi Picoult, left, and John Grisham are among the best-selling writers who joined the class-

action suit. Kieran Kesner for The New York Times, Donald Johnson for The New York Times
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By Alexandra Alter and Elizabeth A. Harris
Sept. 20, 2023

Onderzoek De bronnen van ChatGPT

‘Dat zijn toch gewoon al
onze artikelen?’

De Nederlandse bronnen die chatbots trainen staan bol van

auteursrechtschendingen, privé-gegevens en nepnieuws. Maar het bedrijf achter
ChatGPT komt ermee weg.

Eva Hofman en Joris Veerbeek beeld Pepijn Zurburg
7juni 2023 - verschenen in nr. 23 f ¥ ine u

‘Dat zijn toch gewoon al onze artikelen?’
Volkskrant-hootdredacteur Pieter Klok telt
het even na. Er staan 162.000 unieke
teksten in het corpus en het atgelopen jaar
publiceerde de krant ongeveer
zeventienduizend artikelen. Teruggerekend
zijn de chatbots dus getraind op ongeveer
tien jaar aan werk van Volkskrant-
journalisten. ‘Onze hele productie,
concludeert Klok droogjes. ‘Dat hebben ze
handig gedaan.



Update -+ 12 september 2023 -+ Leestijd 4 minuten

Veel bedrijven die met kunstmatige intelligentie bezig zijn, noemen zichzelf
‘open’: ze zljn transparant over wat ze doen en hun software 1s voor 1edereen
gratis toegankelijk. In werkeljjkheid 1s dat vooral een marketingstrategie. ‘Alsof

je een vliegreis duurzaam noemt omdat de maaltijd aan boord vegetarisch is.’

De wassen neus van ‘open’
kRunstmatige intelligentie



Foundation Model Transparency Index Scores by Major Dimensions of Transparency, 2023

Source: 2023 Foundation Model Transparency Index
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Dilemma

"Which Al model would you prefer to use or support?”

Al Model A

Pros: Excellent performance, highly accurate outputs.
Cons: Trained on a massive dataset, including data from illegal or unauthorized
sources without proper consent.

Al Model B

°ros: Ethically sound, trained exclusively on legally acquired data with proper
DEermissions.

Cons: Lower performance, less accurate outputs compared to Al Model A.
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Who reads privacy policies? ©

@ OpenAl Researchv APlv  ChatGPT+v Safety Company v WEARIAD

BACKCHANNEL BUSINESS CULTURE GEAR IDEAS SCIENCE SECURITY MERCH

MATT BURGESS SECURITY APR 4, 2823 12:88 PHM

Europe privacy policy ChatGPT Has a Big Privacy Problem

Updated We at OpenAl OpCo, LLC (together with our affiliates, “OpenAl”, “we”, “our”

June 23, 2023 or “us”) respect your privacy and are strongly committed to keeping secure Clear chat D)
any information we obtain from you or about you. This Privacy Policy
describes our practices with respect to Personal Information we collect from
or about you when you use our website, applications, and services
(collectively, “Services”). This Privacy Policy does not apply to content that Chat History is off for this browser.
we process on behalf of customers of our business offerings, such as our
API. Our use of that data is governed by our customer agreements covering
access to and use of those offerings.

For information about how we collect and use training information to
develop our language models that power ChatGPT and other Services, and
your choices with respect to that information, please see this help center
article.

() Enable chat history
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Het internet staat vol (20
met foutieve informatie!

@hc New ﬂﬂl’k. Cimes In de top-tweehonderd van meest geciteerde
websites vonden we het neonazistische
g.r:;':::ts , Meet the New ChatGPT ~ Meta'sA.l. Characters ~ ChatGPT's Image Generator ~ Google’s Bard Extensions Stormfront (plek 165), de complotsite

Vrijspreker (169) en E.J. Bron (190). E.J.
Bron is er ‘voor vrijheid van meningsuiting,
tegen de islamisering van Europa, tegen de

Disinformation Researchers Raise EUSSR, tegen de mainstream, voor het
behoud van westerse waarden en tradities
Alarms AbOUtA-I- ChatbOts en pro-Israel. Groene amsterdammer

Researchers used ChatGPT to produce clean, convincing text that

repeated conspiracy theories and misleading narratives. 24 October 2023

Security threats in Als such as ChatGPT revealed by researchers

Artificial intelligence (Al) tools such as ChatGPT can be tricked into producing
malicious code, which could be used to launch cyber attacks, according to

research from the University of Sheffield.

Garbage In = garbage ou



Het internet staat vol (21
met foutieve informatie!

Mensen proberen dit nu te

corrigeren...
voor 2 dollar per uur in Kenia.

trying not to get
Garbage In = garbage out



Ethische Risico’s met ChatGPT

|

Detection &
Classification

ChatGPT
| |
Security Privacy Ethics
Privacy Policy
Cyberattacks & Privacy AT Ethics
Laws
Security : : Fairness and
Threats S Bias
Legal &
Ethical
Challenges

Detection 1n a
Conversation

AI-Written
Text Detection

Model
Adversary
Promotion

X. Wu, R. Duan, J. Ni,
Unveiling Security, Privacy, and
Ethical Concerns of ChatGPT,
Journal of Information and
Intelligence, 2023,
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Environmental Considerations

Water Footprint

,G] 29 Oct 2023

ChatGPT geburikt een flestje

water per gesprek

Making Al Less “Thirsty”: Uncovering and Addressing the
Secret Water Footprint of AI Models

Pengfei Li Jianyi Yang Mohammad A. Islam Shaolei Ren!
UC Riverside UC Riverside UT Arlington UC Riverside

Abstract

The growing carbon footprint of artificial intelligence (AI) models, especially large ones such as GPT-3,
has been undergoing public scrutiny. Unfortunately, however, the equally important and enormous water
(withdrawal and consumption) footprint of Al models has remained under the radar. For example, training
GPT-3 in Microsoft’s state-of-the-art U.S. data centers can directly evaporate 700,000 liters of clean freshwa-
ter, but such information has been kept a secret. More critically, the global AI demand may be accountable
for 4.2 - 6.6 billion cubic meters of water withdrawal in 2027, which is more than the total annual water with-
drawal of 4 — 6 Denmark or half of the United Kingdom. This is very concerning, as freshwater scarcity has
become one of the most pressing challenges shared by all of us in the wake of the rapidly growing popula-
tion, depleting water resources, and aging water infrastructures. To respond to the global water challenges,
Al models can, and also must, take social responsibility and lead by example by addressing their own water
footprint. In this paper, we provide a principled methodology to estimate the water footprint of Al models,
and also discuss the unique spatial-temporal diversities of Al models’ runtime water efficiency. Finally, we
highlight the necessity of holistically addressing water footprint along with carbon footprint to enable truly
sustainable Al




Interpretable vs Black Box

From interpretable to opague and complex

Interpretable™ Models
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Source: https://christophm.github.io/interpretable-ml-book/tree.html

Decision tree

* Only interpretable if model is reasonably small, and if features are interpretable

imput laver
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Black-box models

hidden layer

{rn = 15 neurons)
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Neural Network

Source: http://neuralnetworksanddeeplearning.com/chap1.html



LLM is still a Black Box - use it carefully@

Reversal curse: model trained on

A=B fails to learn B=A

@ Which Models Are Affected?

The issue affects all transformer-based auto-regressive language
models, such as GPT and Llama architecture. Even ChatGPT (3.5
and 4.0) had difficulty answering reversed questions about
celebrities:

* Question: ,Who is Tom Cruise's mother?” [A: Mary Lee Pfeiffer]
~ | 79% accuracy

* Reversed question: ,Who is Mary Lee Pfeiffer's son?” [A: Tom
Cruise] -] 33% accuracy

This shows these models struggle to make logical deductions
when questions are reversed.



LLM is still a Black Box - use it carefully@

Calculation problems:

1. Solve this linear equation: f(x) = (2/5)x + 32
2> X =64
> x =577

2. Solve this linear equation: f(x) = (7//5)x + 31
2 X =64
2> x=5//



LLM is still a Black Box - use it carefully@

Calculation problems:

1. Solve this linear equation: f(x) = (2/5)x + 32
-2 x = 64 = correct answer
- x =5// = Incorrect answer

2. Solve this linear equation: f(x) = (7//5)x + 31
-2 X = 64 = Incorrect answer
> x =5// = Incorrect answer



Wat kan ik doen?

Wees bewust van de waarde van JOUW data
Wees bewust van de beperkingen en risico’s
van generatieve Al



Foundation Model Transparency Index Scores by Major Dimensions of Transparency, 2023

Source: 2023 Foundation Model Transparency Index
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Wat kan ik doen?
Hands-on tips voor ChatGPT

ROLE PARAMETERS RATE ==
PROMPT EXPLICIT ASK EMOTIONS

by Dan Fitzpatrick - the Al classroom
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: : : "Write a summary about the history of
P RO M PT Start with a clear and instructive prompt Al'in Dutch hospitals.”
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: : : "Write a summary about the history of
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EXP LI CIT Be explicit, prevent ambiguity and prevent “Include in your summary how Al can
misunderstandings support human doctors.”
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by Dan Fitzpatrick - the Al classroom

: : : "Write a summary about the history of
P RO M PT Start with a clear and instructive prompt Al'in Dutch hospitals.”
: : ‘ ical h
RO LE Give the Al a role and provide context fou area medica coctor At wants o
use Al to analyse MRI scans.
EXP LI CIT Be explicit, prevent ambiguity and prevent “Include in your summary how Al can
misunderstandings support human doctors.”

PA RAM ETE RS Set the right parameters and criteria “Use an informal tone and structure it
(tone of voice, output structure) in chronological order.”
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by Dan Fitzpatrick - the Al classroom

: : : "Write a summary about the history of
P RO M PT Start with a clear and instructive prompt Al'in Dutch hospitals.”
RO LE Give the Al a role and provide context You are a medical doctor th)e);-]t wants to
use Al to analyse MRI scans.
EXP LI CIT Be explicit, prevent ambiguity and prevent “Include in your summary how Al can
misunderstandings support human doctors.”
PA RAM ETE RS Set the right parameters and criteria “Use an informal tone and structure it
(tone of voice, output structure) in chronological order.”
AS K Ask the Al to pose clarification questions to you “First ask me some clarification
before proceeding questions, and then give an answer.”
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by Dan Fitzpatrick - the Al classroom

: : : "Write a summary about the history of
P RO M PT Start with a clear and instructive prompt Al'in Dutch hospitals.”
RO LE Give the Al a role and provide context You are a medical doctor th)e);-]t wants to
use Al to analyse MRI scans.
EXP LI CIT Be explicit, prevent ambiguity and prevent “Include in your summary how Al can
misunderstandings support human doctors.”
PA RAM ETE RS Set the right parameters and criteria “Use an informal tone and structure it
(tone of voice, output structure) in chronological order.”
AS K Ask the Al to pose clarification questions to you “First ask me some clarification
before proceeding questions, and then give an answer.”

"Give the summary a rating on a scale
of 0-10 points, and suggest what could
be improved.”

RAT E Let the Al evaluate its own output and ask for
its thought process
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by Dan Fitzpatrick - the Al classroom

: : : "Write a summary about the history of
P RO M PT Start with a clear and instructive prompt Al'in Dutch hospitals.”
RO LE Give the Al a role and provide context You are a medical doctor thiat wants to
use Al to analyse MRI scans.
EXP LI CIT Be explicit, prevent ambiguity and prevent “Include in your summary how Al can
misunderstandings support human doctors.”
PA RAM ETE RS Set the right parameters and criteria “Use an informal tone and structure it
(tone of voice, output structure) in chronological order.”
AS K Ask the Al to pose clarification questions to you “First ask me some clarification
before proceeding questions, and then give an answer.”

"Give the summary a rating on a scale
of 0-10 points, and suggest what could
be improved.”

RAT E Let the Al evaluate its own output and ask for
its thought process

Add an emotional stimulus to improve the ‘Please try your best, this is important
output quality for me’
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